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1.   Management statement

Sentia Denmark A/S performs processing of personal data (“personal identifiable 
information” or “PII” in Sentia terms) on behalf of customers, that are data 
controllers according to EU's regulation on ”Protection of natural persons with 
regard to the processing of personal data and on the movement of such data” 
(subsequently ”Data Protection Regulation”).

The accompanying description has been prepared for data controllers, who have 
used Sentia Denmark A/S, and have a sufficient understanding to consider the 
description, along with other information, including information about controls 
operated by data controller themselves, when assessing whether the requirements 
in the Data Protection Regulation are complied with.

Sentia Denmark A/S confirms that:

a) The accompanying description in section 3 fairly presents the managed 
services’ processing of personal data on behalf of data controllers regulated 
by the Data Protection Regulation for Sentia Denmark A/S customers in the 
period 25 May 2018 – 31 December 2018. The criteria used in making this 
statement were that the accompanying description: 

i. Presents how the system was designed and implemented, including: 

• The types of services provided, including types of personal 
data processed.

• The procedures, within both information technology and 
manual systems, by which processing of personal data were 
initiated, recorded, processed, corrected as necessary, erased 
and restricted.

• The procedures ensuring that processing of personal data is in 
accordance with contracts, instructions and agreements with 
the data controllers.

• The procedures ensuring that the persons authorized to 
process personal data have committed themselves to 
confidentiality or are under an appropriate statutory obligation 
of confidentiality. 

• The procedures for how the processor, at the choice of the 
data controller, erases or returns all the personal data to the 
data controller after the end of the provision of services 
relating to processing, and erases existing copies unless law or 
other regulation requires storage of the personal data. 

• The procedures for handling of personal data breaches 
supports that the data controller can communicate to the 
authorities and inform the data subjects in a timely manner.

• The procedures ensuring adequate technical and 
organizational measures for the processing of personal data 
based on the risks associated with the processing for 
unintentional or illegal erasure, loss, change, unauthorized 
distribution of or access to personal data, that is transmitted, 
stored or in any other way processed.

• Controls that we assumed, in the design of the system, would 
be implemented by data controllers, and which, if necessary to 
achieve control objectives stated in the accompanying 
description, are identified in the description along with the 
specific control objectives that cannot be achieved by us 
alone.
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1.   Management statement

• Other aspects of our control environment, risk assessment 
process, information system (including the related business 
processes) and communication, control activities and 
monitoring controls that were relevant to processing personal 
data. 

i. Includes relevant details of changes to the data processor’s system for 
processing personal for the period 25 May 2018 – 31 December 2018.

ii. Does not omit or distort information relevant to the scope of the 
system being described for processing of personal data, while 
acknowledging that the description is prepared to meet the common 
needs of a broad range of data controllers and may not, therefore, 
include every aspect at Sentia that each individual data controller may 
consider important in its own particular environment 

b) The controls related to the control objectives stated in the accompanying 
description were suitably designed and operated effectively for the period 25 
May 2018 – 31 December 2018. The criteria used in making this statement 
were that:

i. The risks that threatened achievement of the control objectives 
stated in the description were identified; 

ii. The identified controls would, if operated as described, provide 
reasonable assurance that those risks did not prevent the stated 
control objectives from being achieved; and 

iii. The controls were consistently applied as designed, including that 
manual controls were applied by individuals who have the 
appropriate competence and authority, for the period 25 May 2018 
– 31 December 2018. 

c) Appropriate technical and organizational security measures have been 
implemented and maintained to comply with the agreements with the data 
controllers, good practice for data processing and relevant requirements for 
data processors according to the Data Protection Regulation.

Copenhagen 13 June 2019
Sentia Denmark A/S
Lyskær 3A, 2730 Herlev
CVR-nr.: DK-10008123

Tony Jensen Trolle
Compliance Officer
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2. Independent auditor’s ISAE 3000 assurance report on internal controls regarding data 
protection and processing of  personal data

To the Management of Sentia Denmark A/S and data controller, receiving data 
processing services from Sentia Denmark A/S. 

We have been engaged to report on Sentia’s defined control objectives and on the 
design of controls regarding Sentia  Denmark A/S’ services for the period 25 May 
2018 – 31 December 2018.

Control objectives and controls have been defined by Sentia Denmark A/S on the 
basis of EU's regulation on ”Protection of natural persons with regard to the 
processing of personal data and on the free movement of such data” (subsequently 
the ”Data Protection Regulation”).

Our report covers whether Sentia has established and designed appropriate controls 
related to the control objectives stated in section 4 regarding Sentia Denmark A/S’ 
role as a data processor. Thus, the report does not include an assessment of Sentia 
Denmark A/S’ general compliance with the above legislation.

Control objectives and associated control activities related to the customers’ 
responsibilities as a data controller are not included in our report, and it does not 
comprise customer-specific matters.

Sentia Denmark A/S’ responsibilities

Sentia Denmark A/S is responsible for: preparing the description and accompanying 
management statement, including for the completeness, accuracy and method of 
presentation of the description and statement; providing the services covered by the 
description; stating the control objectives and designing, implementing and 
effectively operating controls to achieve the stated control objectives.

Auditor’s independence and quality control

We have complied with the independence requirements and other ethical 
requirements of the Code of Ethics for Professional Accountants issued by FSR –
Danish Auditors, which is founded on fundamental principles of integrity, 

objectivity, professional competence and due care, confidentiality and professional 
behavior.

Grant Thornton applies International Standard on Quality Control 1 and 
accordingly maintains a comprehensive system of quality control, including 
documented policies and procedures regarding compliance with ethical 
requirements, professional standards and applicable legal and regulatory 
requirements.

Auditor’s responsibilities

Based on our procedures, our responsibility is to express an opinion on Sentia 
Denmark A/S' design and operation of controls related to the control objectives 
stated in section 4.

We have conducted our engagement in accordance with ISAE 3000, “Assurance 
engagements other than audits or reviews of historical financial information”, and 
additional requirements under Danish audit regulation. This standard requires that 
we plan and perform our procedures to obtain reasonable assurance about whether, 
in all material respects, the description of control objectives is fairly presented, and 
the controls are suitably designed and operating effectively.

An assurance engagement to report on the description of control objectives and the 
design and operating effectiveness of controls at a data processor involves 
performing procedures to obtain evidence about the defined control objectives and 
the design and operating effectiveness of controls. The selected procedures depends 
on the auditor’s judgement, including the assessment of the risks that the controls 
are not suitably designed and operating effectively.
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2. Independent auditor’s ISAE 3000 assurance report on internal controls regarding data 
protection and processing of  personal data

We believe that the evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion.

Limitations of controls at a data processor

Sentia Denmark A/S’ description of control objectives has been prepared to meet 
the common needs of a broad range of data controllers. Consequently, it may not 
include all the aspects that each individual data controller considers important in its 
own particular environment. Furthermore, because of their nature, controls at a data 
processor may not prevent or detect all breaches of personal data.

Conclusion

Our conclusion has been formed on the basis of the matters outlined in this report. 
The criteria we used in forming our opinion are those described in Management’s 
statement. In our opinion, in all material respects:

a) The description fairly presents the control objectives as designed and 
implemented for the period 25 May 2018 – 31 December 2018.

b) The controls related to the control objectives stated in the description were 
suitably designed as for the period 25 May 2018 – 31 December 2018.

c) The controls tested, which were those necessary to provide reasonable 
assurance that the control objectives were achieved, operated effectively for the 
period 25 May 2018 – 31 December 2018.

Intended receivers and purpose

This statement is exclusively intended for customers that have used Sentia Denmark 
A/S’ offerings, and their controllers, who has the sufficient competences to evaluate 
the supplied description along with the other information, including the information 
on the customers’ own controls. 

This information serves the purpose to obtain an understanding of the customer’s 
information systems, which are relevant for the statement. 

Copenhagen, 13 June 2019

Grant Thornton
State authorized public accountants
CVR-nr: 34 20 99 36

Jacob Helly Juell-Hansen Anders Grønning-Kjærgaard
State authorized public accountant Head of IT Audit & Advisory
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3. Description of  setup regarding processing of  personal data

3.1 Description of Personal Identifiable Information (PII) processing by Sentia 
Denmark A/S

Sentia Denmark A/S is the leading provider of managed cloud solutions and data 
processing in Denmark.

As a Data processor or Data sub-processor for managed cloud solutions and data 
processing, Sentia Denmark A/S has implemented Data Processing Agreements 
(DPA), with our customers as Data controllers. Data processing is implemented 
according to customer instructions. 

The following description refers to the relevant articles of the General Data 
Protection Regulation which are included in this statement. 

Principles of processing of personal data (Article 5) 

Sentia Denmark A/S processes PII solely under instructions from the data 
controller. Sentia Denmark A/S safeguards this principle by instructing all 
employees to do so, on the basis of guidelines on the matter included in a PII policy, 
and the registration of customer instructions through DPA. Sentia Denmark A/S 
implement updates to the DPA and instructions based on enquiries from the Data 
controller.  

Lawfulness of processing (Article 6) 

Sentia Denmark A/S ensures the lawfulness of the PII processing by concluding 
DPA, including instructions. In case of a PII breach under the responsibility of 
Sentia Denmark A/S, a process for how to handle this has been implemented in 
order to ensure reporting to the data controller in a timely manner.   

Processing of special categories of PII (Articles 9 and 10) 

The customer's classification of PII data is recorded in the DPA. If there are special 
instructions according to the special categories of PII, this is recorded in the 
customers Operational manual and are implemented through normal Change 

Management.

The right to restrict data processing (Articles 18 and 19) 

Through the above-mentioned implementation of data processing for our 
customers, in their capacities as data controllers, Sentia Denmark A/S only performs 
data processing according to instructions from Data controller.  

Responsibility of the data controller – implementation of appropriate data 
protection (Article 24) 

Sentia Denmark A/S has implemented appropriate protection of PII according to 
the Service delivery agreement. The security baselines for each service are based on 
risk management.  

Records of processing activities (Article 30) 

Sentia Denmark A/S maintains a record of processing activities. The record 
consolidates an overview of all customers DPA’s in Sentia Denmark A/S.

Security of processing (article 32) 

Sentia Denmark A/S continually maintains risk management of processes regarding 
PII data among others for our customers, as data controllers. 

Notification of a personal data breach to the supervisory authority (Articles 33 and 
34) 

Sentia Denmark A/S has established a process for the notification of personal data 
breach to the data controller.  
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3. Description of  setup regarding processing of  personal data

3.2 Complementary controls of data controllers 

When concluding a DPA, the data controller must ensure that the following has 
been documented: 

• Clarifications/additions to the DPA 

• Categories of PII data 

• Specific instructions 

If, at any time, changes are made to the instructions or categories of PII data, the 
data controller must report this to gdpr@sentia.dk 
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Purpose and scope

We have conducted our engagement in accordance with ISAE 3000, Assurance 
engagements other than audits or reviews of historical financial information and 
additional requirements under Danish audit regulation.

Our testing of the design, implementation and functionality of the controls included 
the control objectives and related control activities selected by Management and 
listed in section 4.3. Any other control objectives, related controls and controls at the 
affiliated enterprises are not covered by our test activities.

Our operating effectiveness testing included the control activities deemed necessary 
to obtain reasonable assurance that the stated control activities were achieved for the 
period 25 May 2018 – 31 December 2018.

4. Control objectives, controls, tests and related findings

Test activities performed

The test activities performed when determining the operating effectiveness of  

the controls are described below.

Metode Description

Inquiries Inquiry of appropriate personnel. Inquiries have included how the controls are performed.

Observation We have observed the execution of the control.

Inspection Reading of documents and reports containing specifications regarding the execution of the control. This includes reading and 
consideration of reports and other documentation in order to assess whether specific controls are designed so they may be expected 
to become effective, if implemented. Furthermore, it is assessed whether controls are being monitored and checked sufficiently and at 
appropriate intervals.

Repetition of the control Repeat the relevant control. We have repeated the execution of the control to verify that the control functions as assumed.
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4. Control objectives, controls, tests and related findings

Principles relating to processing of  personal data (Article 5)

Control objective:

Procedures and controls has been established to ensure that ensure that the collection, processing and storage of personal data take place in accordance 

with the principles relating to processing of personal data

Data processor’s control activity Test performed by controller Result of controllers test

There has made written procedures in which a decision has 
been made on the following principles related to processing of 
personal data:

• Lawfulness, fairness and transparency

• Purpose limitation

• Data minimization

• Accuracy

• Storage limitation

• Integrity and confidentiality.

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated. 

Inspected that there are updated written 
procedures for processing of personal data that 
include principles related to processing of 
personal data.

No exceptions noted.

There are regular – at least annual – assessments principles 
related to processing of personal data are being     complied 
with and this assessment is documented

Inspected documentation for the assessment of 
principles related to processing of personal data 
in order to ensure an annual assessment is 
carried out at least annually of principles for 
processing of personal data and compliance with 
these.

No exceptions noted.

Management has dealt with and approved the assessment of 
compliance with the principles related to processing of 
personal data. 

Inspected documentation of management’s 
approval of the assessment of compliance with 
the principles for processing of personal data. 

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Lawfulness of  processing (Article 6)

Control objective:

Procedures and controls are established to ensure that personal data are only processed lawfully. 

Data processor’s control activity Test performed by controller Result of controllers test

An agreement has been approved by the data controller which 
requires that personal data may be processed only where there 
is a legitimate basis.

The data processing agreement also contains a summary of the 
basis on which the processing of personal data is carried out 
and any data processing instructions made by the data 
controller.

If the Sentia receives instructions from the data controller, 
such instructions are subject to Sentia’s change management 
procedure vis-a-vis the data controller.

In addition, data controller instructions are also kept visible to 
the data processor’s employees in its systems. 

Inspected that there are updated written 
procedures for processing of personal data that 
contain requirements for the lawful processing 
of personal data. 

No exceptions noted.

Sentia Denmark A/S follows up - at least annually – on the 
data processing agreement between the data controller and 
Sentia, including updating of the basis for processing personal 
data. 

Inspected documentation of the basis on which 
processing of personal data is carried out and 
that this is approved by the data controller at 
least annual

No exceptions noted.

There is a regular – at least annual – assessment that there has 
been no unlawful processing of personal data and this 
assessment is documented.

Inspected documentation of regular – at least 
annual – assessment that there is no and has 
been no unlawful processing of personal data.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Lawfulness of  processing (Article 6) - continued  

Control objective:

Procedures and controls are established to ensure that personal data are only processed lawfully. 

Data processor’s control activity Test performed by controller Result of controllers test

Management has dealt with and approved the assessment of 
whether there has been any unlawful processing of personal 
data.

Inspected documentation of management’s 
approval of the assessment of whether there has 
been any unlawful processing of personal data.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Processing of  special categories of  personal data (Articles 9 and 10)

Control objective:

Procedures and controls are established to ensure that the processing of special categories of personal data only takes place with consideration to 

established criteria conditions and the appropriate safeguards.

Data processor’s control activity Test performed by controller Result of controllers test

Sentia’s privacy policy sets out that the processing of special 
categories of personal data must only take place at the 
processor if the criteria for processing specifically agreed with 
the individual data controller.

Regular – at least annual – assessments are carried out of 
whether the procedures need to be updated.

Inspected that updated written procedures exist 
where it is decided that the processing of special 
categories of personal data at the processor must 
only take place if the criteria for processing is 
specifically agreed with the data controller.

No exceptions noted.

There is a data processor agreement or suchlike approved by 
the data controller that contains an updated statement of the 
basis on which the processing of special categories of personal 
data is carried out.

Inspected documentation that the processing of 
special categories of personal data is carried out 
on the basis approved by the data controller.

No exceptions noted.

Sentia Denmark A/S follows up - at least annually – follows 
up on the data processing agreement between the data 
controller and Sentia, including updating of the basis for 
processing special categories of personal data.

Inspected documentation stating that the basis 
for processing special categories of personal data 
is updated and approved by the data controller at 
least once a year

No exceptions noted.

Management has dealt with and approved the assessment of 
compliance with the principles related to processing of special 
categories of personal data. 

Inspected documentation of management’s 
approval of the assessment of compliance with 
the principles for processing of special categories 
of personal data. 

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Right to restriction of  processing (Articles 18 and 19)

Control objective:

Procedures and controls has been established to ensure that the data subject’s right to restriction of processing of his own registered personal data is 

complied with, including restriction of processing at recipients of the personal data.

Data processor’s control activity Test performed by controller Result of controllers test

The data controller has approved a data processing agreement 
which sets out the handling of data subjects’ rights to restrict 
the processing of personal data and how Sentia can assist the 
controller in doing so.

Inspected that there are updated written 
procedures for the handling of data subjects’ 
right to restriction of processing of personal 
data.

No exceptions noted.

Technical measures agreed for the IT systems used have been 
established in accordance with the customer's instructions.

The technical measures ensure that the processing of personal 
data can be restricted.

Inspected documentation that technical 
measures have been established in the IT 
systems used in order to restrict the processing 
of personal data.

Inspected documentation that personal data are 
only restricted by means of the established 
technical measures.

No exceptions noted.

There is a regular – at least annual – assessment that the 
restriction of processing of personal data takes place correctly 
and without undue delay.

Inspected documentation that the restriction of 
processing of personal data has taken place 
correctly and without undue delay.

No exceptions noted.

Management has dealt with and approved the assessment that 
the restriction of personal data has taken place correctly and 
without undue delay.

Inspected documentation that management has 
ensured that the restriction of processing of 
personal data has taken place correctly and 
without undue delay.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Responsibility of  the data controller – implementation of  appropriate data protection (Article 24)

Control objective:

Procedures and controls has been established to ensure that technical and organizational measures for safeguarding the rights of the data subject and the 

processing of personal data function in accordance with the data controller’s guidance.
Data processor’s control activity Test performed by controller Result of controllers test

Sentia Denmark A/S has received instructions for the 
processing and protection of personal data from the 
controllers. 

Inspected documentation that the data controller 
has given the processor instructions on the 
processing and protection of personal data.

No exceptions noted.

Sentia Denmark A/S has general written procedures, including 
a description of the technical and organizational measures to 
safeguard the data subject’s rights and the processing of 
personal data, which are approved by the data controller.

Inspected documentation that the data controller 
has approved the processor’s general written 
procedures, including technical and 
organizational measures to safeguard the data 
subject’s rights and the processing of personal 
data.

No exceptions noted.

Sentia Denmark A/S has a description of the use of other 
processors, including a description of the other processors’ 
technical and organizational measures to safeguard the data 
subject’s rights and the processing of personal data, which are 
approved by the data controller.

Sentia has entered into a data processing agreement with the 
sub-suppliers engaged for the operating services supplied.

Inspected documentation that the data controller 
has approved the processor’s other processors, 
including their technical and organizational 
measures to safeguard the data subject’s rights 
and the processing of personal data.

No exceptions noted.

There is a regular – at least annual – assessment that the 
safeguarding of the rights of the data subject and the 
processing of personal data have taken place in accordance 
with the instructions from the data controller and the ap-
proved procedures.

Inspected documentation of control that the 
safeguarding of the rights of the data subject and 
the processing of personal data have taken place 
in accordance with the instructions and 
approved procedures.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Responsibility of  the data controller – implementation of  appropriate data protection (Article 24) - continued

Control objective:

Procedures and controls has been established to ensure that technical and organizational measures for safeguarding the rights of the data subject and the 

processing of personal data function in accordance with the data controller’s guidance.
Data processor’s control activity Test performed by controller Result of controllers test

Management has dealt with and approved the assessment that 
the safeguarding of the rights of the data subject and the 
processing of personal data have taken place in accordance 
with the instructions from the data controller and the 
approved procedures.

Inspected documentation that management has 
ensured that the safeguarding of the rights of the 
data subject and the processing of personal data 
have taken place in accordance with the 
instructions from the data controller and the 
approved procedures.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Processor – processing of  personal data under the authority of  the data controller (Articles 28 and 29)

Control objective:

Compliance with procedures that ensure that the processing of personal data only takes place in accordance with a contract or other legally binding 

document (data processor agreement) and that data processing is only carried out by processors approved by the data controller.

Data processor’s control activity Test performed by controller Result of controllers test
A contract or other legally binding document (data processor 
agreement) has been entered into between processor and data 
controller, which describes the technical and organizational 
security measures Sentia has established so that the data 
processing fulfils the requirements in the Data Protection 
Regulation and Data Protection Act and ensures protection of 
the rights of the data subject.

Inspected documentation that the data processor 
agreement describes the technical and organizational 
security measures the processor has established so that 
the data processing fulfils the requirements in the Data 
Protection Regulation and Data Protection Act and 
ensures protection of the rights of the data subject.

No exceptions noted.

Sentia Denmark A/S has received authorisation from the data 
controller to use other processors for the operating services 
delivered.

Inspected documentation that the data controller has 
authorised the use of other processors.

Inspected documentation that intended changes 
concerning the addition or replacement of other 
processors have taken place following notification to 
the data controller.

No exceptions noted.

Sentia Denmark A/S has received the data controller’s 
instructions for the processing and protection of personal data 
from the data controller.

Inspected documentation that the data controller has 
given the processor instructions on the processing and 
protection of personal data.

No exceptions noted.

Sentia Denmark A/S has written procedures describing that 
only the processor may process personal data, including 
transferring personal data to a third country or international 
organisation, in accordance with documented instructions from 
the data controller in relation to European Union law or 
national law.

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated.

Inspected that there are updated written procedures 
that only the processor may process and transfer 
personal data in accordance with documented 
instructions from the data controller or pursuant to 
European Union law or national law.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Processor – processing of  personal data under the authority of  the data controller (Articles 28 and 29) - continued

Control objective:

Compliance with procedures that ensure that the processing of personal data only takes place in accordance with a contract or other legally binding 

document (data processor agreement) and that data processing is only carried out by processors approved by the data controller.

Data processor’s control activity Test performed by controller Result of controllers test

There are written procedures describing that Sentia Denmark 
A/S will ensure that the persons authorised to process personal 
data have committed themselves to confidentiality or are under 
an appropriate statutory obligation of confidentiality.

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated.

Inspected that there are updated written procedures 
describing that the persons authorised to process 
personal data have committed themselves to 
confidentiality or are under an appropriate statutory 
obligation of confidentiality.

No exceptions noted.

Employees of Sentia Denmark A/S and sub-processors are 
instructed in processing personal data in accordance with the 
instructions of the data controller.

Inspected documentation stating that employees and 
sub-processors are instructed in the processing of 
personal data in accordance with the instructions of the 
data controller.

No exceptions noted.

There are written procedures describing how Sentia Denmark 
A/S assists the data controller as far as possible with fulfilling 
the data controller’s obligation to respond to requests to 
exercise the data subjects’ rights by means of appropriate 
technical and organizational measures.

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated.

Inspected that there are updated written procedures 
describing how the processor assists the data controller 
with fulfilling the data controller’s obligation to 
respond to requests to exercise the data subjects’ rights 
by means of appropriate technical and organizational 
measures.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Processor – processing of  personal data under the authority of  the data controller (Articles 28 and 29) - continued

Control objective:

Compliance with procedures that ensure that the processing of personal data only takes place in accordance with a contract or other legally binding 

document (data processor agreement) and that data processing is only carried out by processors approved by the data controller.

Data processor’s control activity Test performed by controller Result of controllers test

Written procedures state how, to the extent possible, Sentia 
Denmark A/S is to assist the data controller in performing his 
or her obligation to respond to requests relating to the exercise 
of the data subjects’ rights by means of appropriate technical 
and organizational measures.

On a continuous basis – and at least once a year – it will be 
assessed whether to update these procedures.

Inspected whether written procedures state how the 
data processor is to assist the data controller in 
performing his or her obligation to respond to requests 
relating to the exercise of the data subjects’ rights by 
means of appropriate technical and organizational 
measures.

No exceptions noted.

There are written procedures describing how Sentia Denmark 
A/S can –taking into account the nature of the processing and 
the controller in complying with the data controller’s 
obligations in relation to:

• Security of processing (Article 32)

• Notification of a personal data breach to the supervisory 
authority (Article 33)

• Communication of a personal data breach to the data 
subject (Article 34)

• Data protection impact assessment (Article 35)

• Prior consultation (Article 36)

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated.

Inspected that there are updated written procedures 
describing how the processor assists the data controller 
with ensuring compliance with the data controller’s 
obligations.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Processor – processing of  personal data under the authority of  the data controller (Articles 28 and 29) - continued

Control objective:

Compliance with procedures that ensure that the processing of personal data only takes place in accordance with a contract or other legally binding 

document (data processor agreement) and that data processing is only carried out by processors approved by the data controller.

Data processor’s control activity Test performed by controller Result of controllers test

There are written procedures describing how Sentia Denmark 
A/S, at the choice of the data controller, erases or returns all 
the personal data to the data controller after the end of the 
provision of services relating to processing, and erases existing 
copies unless European Union or Member State law requires 
storage of the personal data.

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated.

Inspected that there are updated written procedures 
describing how the processor, at the choice of the data 
controller, erases or returns all the personal data to the 
data controller after the end of the provision of ser-
vices relating to processing, and erases existing copies.

No exceptions noted.

There are written procedures describing how Sentia Denmark 
A/S makes all information necessary available in order to 
demonstrate compliance with the requirements for the 
processor available to the data controller and allows for and 
contributes to audits, inspections etc. conducted by the data 
controller or another auditor mandated by the data controller.

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated.

Inspected that there are updated written procedures 
describing how the processor makes available to the 
data controller all information necessary in order to 
demonstrate compliance with the requirements for the 
processor and allows for and contributes to audits, 
inspections etc. conducted by the data controller or 
another auditor mandated by the data controller.

No exceptions noted.

Management has dealt with and approved the assessment of 
compliance with the technical and organizational security 
measures and data protection and that the processing of 
personal data has taken place in accordance with instructions 
from the data controller.

Inspected documentation that management has 
approved the assessment of compliance with the 
technical and organizational security measures and data 
protection and that the processing of personal data 
have taken place in accordance with instructions from 
the data controller.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Records of  processing activities (Article 30)

Control objective:

Procedures and controls has been established to ensure that the processor maintains a record of categories of processing activities conducted on behalf of 

the data controllers.

Data processor’s control activity Test performed by controller Result of controllers test
At Sentia, there is a record of categories of processing activities 
for each data controller, which contains:

• the name and contact details of the processor for each data 
controller and, where applicable, the data controller's data 
protection officer

• the categories of processing carried out on behalf of each 
data controller

• a general description of the technical and organizational 
security measures. 

Inspected documentation that there is a record of 
categories of processing activities for each data 
controller, stating the necessary information.

No exceptions noted.

On a continuous basis – and at least once a year – it is assessed 
whether the record of categories of processing activities for 
each data controller is to be updated and correct.

Inspected documentation that the list of categories of 
processing activities for each data controller is updated 
and correct.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Security of  processing (Article 32)

Control objective:

Procedures and controls has been established to ensure that, based on a risk assessment, appropriate technical and organizational security measures 

have been taken against accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.

Data processor’s control activity Test performed by controller Result of controllers test
Sentia Denmark A/S has carried out an independent risk 
assessment of the processing of personal data for each data 
controller.

Inspected documentation that an independent risk 
assessment of the processing of personal data for each 
data controller has been carried out.

No exceptions noted.

A regular – at least annual – assessment is carried out of 
whether the risk assessment is updated and appropriate.

Inspected documentation that the processor’s risk 
assessment is updated and appropriate.

No exceptions noted.

Management has dealt with and approved the risk assessments. Inspected documentation that the data controller has 
given the processor instructions on the processing and 
protection of personal data.

No exceptions noted.

Sentia Denmark A/S has established appropriate technical and 
organizational security measures to ensure a security level that is 
appropriate to the risks identified in connection with the risk 
assessment.

Inspected documentation stating that appropriate 
technical and organizational security measures have 
been established, ensuring a security level that is 
appropriate to the risks identified in connection with 
the data processor's risk assessment.

Inspected documentation stating that the established 
technical and organizational security measures have 
been efficient during the report period.

No exceptions noted.

The technical and organizational security measures established 
by Sentia Denmark A/S have been approved by the data 
controller through the approval of a joint data processing 
agreement.

Inspected documentation stating that the data 
controller has approved the established technical and 
organizational security measures.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Security of  processing (Article 32) – continued 

Control objective:

Procedures and controls has been established to ensure that, based on a risk assessment, appropriate technical and organizational security measures 

have been taken against accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to personal data.

Data processor’s control activity Test performed by controller Result of controllers test
On a continuous basis – and at least once a year – it is assessed 
whether the technical and organizational security measures 
cover the risks identified in connection with the updating of 
Sentia Denmark A/S’ risk assessment.

Inspected documentation stating that the technical and 
organizational security measures ensure a level of safety 
that is appropriate to the risks identified in connection 
with the updating of the data processor's risk 
assessment. 

No exceptions noted.

Employees of Sentia Denmark A/S and sub-processors are 
instructed in processing personal data in accordance with the 
instructions of the data controller.

Inspected documentation stating that employees and 
sub-processors are instructed in the processing of 
personal data in accordance with the instructions of the 
data controller.

No exceptions noted.

Management has dealt with and approved the established 
technical and organizational security measures.

Inspected documentation that management has dealt 
with and approved the established technical and 
organizational security measures.

No exceptions noted.
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4. Control objectives, controls, tests and related findings

Notification of  a personal data breach to the supervisory authority (Articles 33 and 34)

Control objective:

Procedures and controls has been established to ensure that the processor can, in the event of a personal data breach, support the data controller’s 
obligation to satisfactorily notify the supervisory authority in a timely fashion and communicate to the data subjects if personal data are covered by the 

breach.

Data processor’s control activity Test performed by controller Result of controllers test
Sentia Denmark A/S has written procedures describing the 
handling of personal data breaches, including communication to 
the data controller in a timely manner.

A regular – at least annual – assessment is carried out of 
whether the procedures need to be updated.

Inspected that there are updated written procedures for 
handling personal data breaches, including a description 
of communication to the data controller.

No exceptions noted.

Sentia Denmark A/S ensures the recording of all personal data 
breaches.

Inspected documentation that all personal data 
breaches are recorded by the processor.

No exceptions noted.

Sentia Denmark A/S sends documentation comprising, as a 
minimum, the facts relating to the breach, its effects and the 
remedial action taken to the data controller.

Inspected documentation that the processor has sent 
documentation comprising, as a minimum, the facts 
relating to the breach, its effects and the remedial 
action taken to the data controller.

No exceptions noted.

Management has ensured that personal data breaches are 
communicated satisfactorily to the data controller in a timely 
manner.

Inspected documentation that management has 
ensured that all personal data breaches are 
communicated satisfactorily to the data controller in a 
timely manner.

No exceptions noted.

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 5
W

1E
P-

W
N

O
YY

-2
D

Z0
J-

IQ
8V

N
-E

KH
W

Y-
1W

M
XN



© 2019 Grant Thornton | ISAE 3402 report on IT controls for Sentia Denmark A/S | 15 februar 2019

© 2019 Grant Thornton International Denmark - All rights reserved. 

"Grant Thornton” refers to the brand under which the Grant Thornton 
member firms provide assurance, tax and advisory services to their clients 
and/or refers to one or more member firms, as the context requires. GTIL and 
the member firms are not a worldwide partnership. GTIL and each member 
firm is a separate legal entity. Services are delivered by the member firms. 
GTIL does not provide services to clients. GTIL and its member firms are not 
agents of, and do not obligate, one another and are not liable for one another’s 
acts or omissions.

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 5
W

1E
P-

W
N

O
YY

-2
D

Z0
J-

IQ
8V

N
-E

KH
W

Y-
1W

M
XN



Dette dokument er underskrevet digitalt via Penneo.com. Signeringsbeviserne i 
dokumentet er sikret og valideret ved anvendelse af den matematiske hashværdi af 
det originale dokument.  Dokumentet er låst for ændringer og tidsstemplet med et 
certifikat fra en betroet tredjepart. Alle kryptografiske signeringsbeviser er indlejret i 
denne PDF, i tilfælde af de skal anvendes til validering i fremtiden.

Sådan kan du sikre, at dokumentet er originalt
Dette dokument er beskyttet med et Adobe CDS certifikat. Når du åbner dokumentet 

i Adobe Reader, kan du se, at dokumentet er certificeret af Penneo e-signature ser-
vice <penneo@penneo.com>. Dette er din garanti for, at indholdet af dokumentet 
er uændret. 

Du har mulighed for at efterprøve de kryptografiske signeringsbeviser indle-
jret i dokumentet ved at anvende Penneos validator på følgende websted: 
https://penneo.com/validate

Underskrifterne i dette dokument er juridisk bindende. Dokumentet er underskrevet via Penneo™ sikker digital underskrift.
Underskrivernes identiteter er blevet registereret, og informationerne er listet herunder.

“Med min underskrift bekræfter jeg indholdet og alle datoer i dette dokument.”

Tony Jensen Trolle
Underskriver
Serienummer: PID:9208-2002-2-815117910539
IP: 185.10.xxx.xxx
2019-06-13 19:20:19Z

Jacob Helly Juell-Hansen
Statsautoriseret revisor
Serienummer: CVR:34209936-RID:50904197
IP: 62.243.xxx.xxx
2019-06-14 06:31:21Z

Anders Grønning Kjærgaard
Revisor
Serienummer: PID:9208-2002-2-822661869402
IP: 217.61.xxx.xxx
2019-06-17 05:29:48Z

Pe
nn

eo
 d

ok
um

en
tn

øg
le

: 5
W

1E
P-

W
N

O
YY

-2
D

Z0
J-

IQ
8V

N
-E

KH
W

Y-
1W

M
XN



  
 
 
 
 
 
 69I2IgaO4bWtA/5yPstH8CeXzvZkuKPJP6ieQxUrAhI=


 
dHYHFkSJJHU/ic2UcKRh8K0X4bwwSkisDOhHkWzfOC1dpfa14LGIPAzK9Gt+W/hD6OTxJlE244Ar
1Hkx0qRnZQaggeCR5JkrZtc/avyzpkWXArG0mMkCl3FcR5qdfqtPG9rZpCYVWd3TQwgPkQYHZZC6
oFB2lfWPKRB/d9BNHBGsM3BLHlsogpHse+fEnwj9n3Yz7Tx/tV76HNimnl0eHIzTY/swNCW/QtK/
CQdfTVxeS4+P9IdXjQiMxmJA1UFvuJFcHAof4PvqcvNAxNDf6T0KQR5qsL91i85KGfIh45bNUh7p
2b3yBANBxEYbH6KIvpR6FzLmX0lgft+gQz+55w==

 
 
 =


 
  
   
  signtext 
  RequestIssuer UGVubmVvLmNvbQ==
  action sign
  useragent TW96aWxsYS81LjAgKFdpbmRvd3MgTlQgMTAuMDsgV2luNjQ7IHg2NCkgQXBwbGVXZWJLaXQvNTM3LjM2IChLSFRNTCwgbGlrZSBHZWNrbykgQ2hyb21lLzY0LjAuMzI4Mi4xNDAgU2FmYXJpLzUzNy4zNiBFZGdlLzE4LjE3NzYz
  signingRequestId MzkyMzUzOQ==
  document_digests W3sia2V5IjoiNVcxRVAtV05PWVktMkRaMEotSVE4Vk4tRUtIV1ktMVdNWE4iLCJkaWdlc3QiOiJiNWExMDE4ODRjZGM4ZmNhOTg0NWYzYzYwNDgzYTkyNWIxZWUyOWQ5MjhlY2RjYjA2OWVmZTYyNmQ4ZTdkNjIwIiwiYWxnb3JpdGhtIjoic2hhLTI1NiJ9XQ==
  _challenge N1ZTMTctTzhDRUgtV0FWUTMtVDIyREwtRVZFUTUtODBVQVA=
  TimeStamp MjAxOS0wNi0xMyAxOToxOTo1MiswMDAw

            


  
 
 
 
 
 
 /WkkLsfFfGtVCGmbGGvlZw5j+DHhWd9W5JE5sbJllD4=


 
DFsZsh6HB7yvDEeeuGyp+uvLEGsZEgsdCJEvxRT6FcFaWsmGzk2AaPXK+D6U0mH14JDWf8slxtrd
ECZRc3vkpXOaeuqatLcyrgslNjBYq9Iserr8eGBxz+0f5L3hGMMo6A85KGsXf+EGTRFFkZRiVRPz
SYuhkXKAACS8Vd5kkUq9g/x7623zt6Mr1n21m/3VmfugNZ8aRsphDZWxr8xpQbaETq5jJVb7BhKJ
cfTbfOaIgN3oB50zhR7ACxMV6ICBFANN/eOKvI7kii+Y19J5XBjHiKlt7BZmGo5AKQ2AWkFEaoDO
t76Vp5RHiDT3RXdnEWwVTMhXwMIJdIaUUeuLZQ==

 
 
  
 =


 
   
  signtext 
  RequestIssuer UGVubmVvLmNvbQ==
  host VUdWdWJtVnZMbU52YlE9PQ==
  openoces_opensign_layout_size_height MTAxMg==
  openoces_opensign_layout_size_width MjU2NA==
  openoces_opensign_layout_color_background MjM4LDIzOCwyMzg=
  signingRequestId TXpreU16VXpPQT09
  action c2lnbg==
  openoces_opensign_environment_applet_version MS4xMC4w
  openoces_opensign_environment_os_name V2luZG93cyAxMA==
  openoces_opensign_layout_signtext_fontsize MTI=
  openoces_opensign_environment_java_version MS44LjBfMTkx
  openoces_opensign_layout_signtext_fontname RGlhbG9nLnBsYWlu
  openoces_opensign_environment_applet_digest dG9kbzogaW1wbGVtZW50
  _challenge UlRWTVQxZ3RTVkF5VDBNdE5WRXpTRVF0TjBnNFdGVXRTamRaTUZrdFMwVkhNa1U9
  openoces_opensign_environment_locale ZGFfREs=
  openoces_opensign_environment_local_time RnJpIEp1biAxNCAwODozMToxMyBDRVNUIDIwMTk=
  openoces_opensign_environment_java_vendor T3JhY2xlIENvcnBvcmF0aW9u
  document_digests VzNzaWEyVjVJam9pTlZjeFJWQXRWMDVQV1ZrdE1rUmFNRW90U1ZFNFZrNHRSVXRJVjFrdE1WZE5XRTRpTENKa2FXZGxjM1FpT2lKaU5XRXhNREU0T0RSalpHTTRabU5oT1RnME5XWXpZell3TkRnellUa3lOV0l4WldVeU9XUTVNamhsWTJSallqQTJPV1ZtWlRZeU5tUTRaVGRrTmpJd0lpd2lZV3huYjNKcGRHaHRJam9pYzJoaExUSTFOaUo5WFE9PQ==

            


  
 
 
 
 
 
 vn07owlXS29H+v2b6lT5vF3uE/HqY9CX3EzmzSvnY/0=


 
I3ei6tsZbMedVd8ffZmfmt0f0Bwy7bbRaVz/QIVXAZ4Tz9HviXD2lYy5lDJeTC7dEHxEE6HsGWaJ
CMRp6aZz1qmfcVWid0HAoZOU8fWt4o5A6edZMz1VcXKBVrv+Hkry12lGVCFV2gISWeV5wqES+6hR
geXMk/BUX923+Paf9iZXC+lu4Ojo+S+pPx8m4mMIfMJNnRWYIUdGmsVzyKlMe5/coNbqrVH6IMR3
WNhnec0yVhQMSeAmsVNgUJNNFRVeaktjdeeFfQV2sPBYLUBXwc1Z2VliIba3EgAVUUj97p+ycDRe
aAK883eocQqJc8dCNt1bMUUS1o21OeYpOXL7nw==

 
 
  
  
   
  signtext 
  RequestIssuer UGVubmVvLmNvbQ==
  action sign
  useragent TW96aWxsYS81LjAgKFdpbmRvd3MgTlQgMTAuMDsgV2luNjQ7IHg2NCkgQXBwbGVXZWJLaXQvNTM3LjM2IChLSFRNTCwgbGlrZSBHZWNrbykgQ2hyb21lLzc0LjAuMzcyOS4xNjkgU2FmYXJpLzUzNy4zNg==
  signingRequestId MzkyMzU0MA==
  document_digests W3sia2V5IjoiNVcxRVAtV05PWVktMkRaMEotSVE4Vk4tRUtIV1ktMVdNWE4iLCJkaWdlc3QiOiJiNWExMDE4ODRjZGM4ZmNhOTg0NWYzYzYwNDgzYTkyNWIxZWUyOWQ5MjhlY2RjYjA2OWVmZTYyNmQ4ZTdkNjIwIiwiYWxnb3JpdGhtIjoic2hhLTI1NiJ9XQ==
  _challenge QktHQ0EtODNCUDQtNE5ISEwtSTBOSlctODhIWlEtWU1MVEU=
  TimeStamp MjAxOS0wNi0xNyAwNToyOToyMCswMDAw

            


{"documentKey":"5W1EP-WNOYY-2DZ0J-IQ8VN-EKHWY-1WMXN","signatures":[{"signatureLines":[{"role":"underskriver","onBehalfOf":null}],"signerSerial":"PID:9208-2002-2-815117910539","signTime":"2019-06-13T19:20:19Z","signerName":"Tony Jensen Trolle","validations":[],"dataFile":"3fe6001d0b3d0f5b.xml","type":"nemid","ip":"185.10.213.179"},{"signatureLines":[{"role":"statsautoriseret revisor","onBehalfOf":null}],"signerSerial":"CVR:34209936-RID:50904197","signTime":"2019-06-14T06:31:21Z","signerName":"Jacob Helly Juell-Hansen","validations":[],"dataFile":"3fe8b71fb37aff9a.xml","type":"nemid","ip":"62.243.184.60"},{"signatureLines":[{"role":"revisor","onBehalfOf":null}],"signerSerial":"PID:9208-2002-2-822661869402","signTime":"2019-06-17T05:29:48Z","signerName":"Anders Gr?nning Kj?rgaard","validations":[],"dataFile":"3fd6f2fc09a747de.xml","type":"nemid","ip":"217.61.218.22"}],"version":"1.2"}


 ========================= =========================== ================ ============================================================================================= 
  Time                      Name                        IP               Activity                                                                                     
 ========================= =========================== ================ ============================================================================================= 
  2019-06-13 18:46:53 UTC   Anders Gr?nning-Kj?rgaard   217.61.218.22    The document was created                                                                     
  2019-06-13 18:46:53 UTC   Anders Gr?nning-Kj?rgaard   217.61.218.22    A signing request email was sent to "Jacob Helly Juell-Hansen" at "jhjh@dk.gt.com"           
  2019-06-13 18:46:54 UTC   Anders Gr?nning-Kj?rgaard   217.61.218.22    A signing request email was sent to "Tony Jensen Trolle" at "tony.trolle@sentia.dk"          
  2019-06-13 18:46:54 UTC   Anders Gr?nning-Kj?rgaard   217.61.218.22    A signing request email was sent to "Anders Gr?nning Kj?rgaard" at "agk@dk.gt.com"           
  2019-06-13 19:19:33 UTC   Tony Jensen Trolle          185.10.213.179   The document was viewed by the signer                                                        
  2019-06-13 19:20:19 UTC   Tony Jensen Trolle          185.10.213.179   The signer signed the document as statsautoriseret revisor, underskriver, revisor            
  2019-06-14 06:24:13 UTC   Jacob Helly Juell-Hansen    62.243.184.60    The document was viewed by the signer                                                        
  2019-06-14 06:31:22 UTC   Jacob Helly Juell-Hansen    62.243.184.60    The signer signed the document as statsautoriseret revisor, underskriver, revisor            
  2019-06-15 18:47:05 UTC   Penneo system                                A signing request reminder email was sent to "Anders Gr?nning Kj?rgaard" at "agk@dk.gt.com"  
  2019-06-17 05:29:09 UTC   Anders Gr?nning Kj?rgaard   217.61.218.22    The document was viewed by the signer                                                        
  2019-06-17 05:29:49 UTC   Penneo system               217.61.218.22    The document signing process was completed                                                   
  2019-06-17 05:29:49 UTC   Anders Gr?nning Kj?rgaard   217.61.218.22    The signer signed the document as statsautoriseret revisor, underskriver, revisor            
 ========================= =========================== ================ ============================================================================================= 


		2019-06-17T05:30:10+0000
	Original document certified by Penneo




